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Our Commitment to Privacy and 
Confidentiality

Honoring privacy and confidentiality is key to public 
trust, which is critical to our ability to collect and 
produce high-quality statistics about the United States.

Our commitment to protect the privacy of our 
respondents and the confidentiality of their data is both 
a legal obligation and a core component of our 
institutional culture.

Our commitment must extend to threats of tomorrow.
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The Privacy Challenge
Every time you release any statistic calculated from a 
confidential data source you “leak” a small amount of 
private information.

If you release too many statistics, with accuracy, you 
will eventually reveal the entire underlying confidential 
data source.

As data proliferates and computers get faster, the risks 
increase.
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Dinur, Irit and Kobbi Nissim (2003) “Revealing Information while Preserving Privacy” PODS, June 

9-12, 2003, San Diego, CA
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The Census Bureau’s Privacy 
Protections Over Time
Throughout its history, the Census Bureau has been at the forefront of the design and 

implementation of statistical methods to safeguard respondent data.

Over the decades, as we have increased the number and detail of the data products we release, so 

too have we improved the statistical techniques we use to protect those data.
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Reconstruction

The recreation of individual-level data from tabular or 
aggregate data.

If you release enough tables or statistics, eventually there 
will be a unique solution for what the underlying individual-
level data were.

Computer algorithms can do this very easily.
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Re-identification
Linking public data to external data sources to 
re-identify specific individuals within the data.

8

Age Sex Race Relationship
66 Female Black Married

84 Male Black Married

30 Male White Married

Name Age Sex
Jane Smith 66 Female

Joe Public 84 Male

John Citizen 30 Male

External Data Confidential Data
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Reconstructing the 2010 Census
• 2010 Census collected information on the age, sex, race, ethnicity, and relationship status for ~309 

million individuals (1.9 billion confidential data points)

• 2010 Census data products released over 150 billion statistics

• Using only a small portion of the 2010 public data products, Census Bureau researchers were able 
to:
‒ accurately reconstruct individual-level data for all 6 million inhabited blocks in the U.S.
‒ reconstruct detailed individual level information, including sex, age (to within a year), race and 

ethnicity for 71% of the entire U.S. population 
‒ confirm accurate re-identifications on all variables for 52 million individuals with publicly 

available commercial records.  
9
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Differential Privacy
-quantifies the precise amount of privacy risk…

-for all calculations/tables/data products produced…

-no matter what external data is available…

-now, or at any point in the future!

10
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Privacy vs. Accuracy

The only way to absolutely eliminate all risk of re-
identification would be to never release any usable 
data.

Differential privacy allows you to quantify a precise 
level of “acceptable risk,” and to calibrate where on 
the privacy/accuracy spectrum the resulting data 
will be.
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Establishing a Privacy-loss Budget

This measure is called the “Privacy-loss Budget” (PLB) or 
“Epsilon.”

ε=0 (perfect privacy) would result in completely 
useless data

ε=∞ (perfect accuracy) would result in releasing the 
data in fully identifiable form

ε
Epsilon

12
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Comparing Methods
Data Accuracy

Differential Privacy is not inherently better or worse than traditional disclosure 
avoidance methods.
Both can have varying degrees of impact on data quality depending on the 
parameters selected and the methods’ implementation. 

Privacy
Differential Privacy is substantially better than traditional methods for 
protecting privacy, insofar as it allows for measurement of the privacy risk.

13
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Implications for the 
2020 Census

The switch to Differential Privacy does not change the constitutional mandate to apportion the House 
of Representatives according to the actual enumeration.

As in 2000 and 2010, the Census Bureau will apply privacy protections to the redistricting data.

The switch to Differential Privacy requires us to re-evaluate the quantity of statistics and tabulations 
that we will release, because each additional statistic uses up a fraction of the privacy-loss budget 
(epsilon).

The Census Bureau’s Data Stewardship Executive Policy Committee (DSEP) will be making decisions 
about the privacy-loss budget for the 2020. This includes allocation across different 2020 Census data 
products.
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Additional Resources

Disclosure Avoidance and the 2020 Census Website
https://www.census.gov/about/policies/privacy/statistical_safeguards/disclosure-avoidance-2020-

census.html

Questions? Suggestions?
Email them to 2020DAS@census.gov

https://www.census.gov/about/policies/privacy/statistical_safeguards/disclosure-avoidance-2020-census.html
mailto:2020DAS@census.gov
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I N F L U E N C E  O F  S O C I A L  M E D I A  O N  P O L I T I C S  

Social media platforms can foster 
political mobilization and contributing 

positively to democratic growth

Mobile phones and internet access 
shield citizens (authoritative regimes) 

from eyes of the state 

The success of #feesmustfall campaign 
ignited hashtag movements across the 

African continent 
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C YBER- C RI M E LEGI SLATI ON

By 2020, 24 African countries, out of 53, adopted laws and regulations to protect personal data, 
and the number is slowly rising. The 2016 EU General Data Protection Regulation stands as a model for many.
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TRUST & 
SAFETY

Key Questions we’ll Discuss today

1 What is meaningful transparency?
Key components and how they fit together

2 How to meet the needs of different use cases?
Balancing different audiences to meet policy making, research, and 
user needs

Why is it hard?
Inherent tensions and trade-offs in being transparent with data

3

Approach presented here: Summary findings from research (legal, social science, HCI) and analysis across industries (tech, health 
care, accounting, finance) assess key components, use cases, and tradeoffs
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What is meaningful transparency?
Key components and how they fit together based on existing research

Technical Information
Accessible, relevant information that provides precise, consistent,
and reliable explanations and quantification of policies, products,
and processes.
References: Bradford, et al (2019); Cho(2009); Karr (2008); Santa Clara Principles (2020);

External 
Engagement
Develop and deliver content that explains
policies, products, and processes tailored
for specific interests and concerns of policy
makers, journalists, researchers, civil
society groups, and general users.
References: Tworek, 2019; McBride (2014); Turilli and
Floridi (2009)

Principles & Strategy
A clear, consistent framework and
specific outputs associated with that
approach.
References: Suzor, N.P., West, S. W., Quodling, A., York, J.
(2019); Granados, N., Gupta, A. & Kauffman, R. J. (2010);
McGee and Javenta (2010);

Meaningful 
Transparency
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How to meet the needs of use cases?
Balancing different audience to support policy making, research, user needs 

Process Maps
Descriptions and graphics on how decisions
and operations are enacted with clear
linkages to data sourcing and generation
and metric relevance.

External Metrics 
& Reports

Reports and metrics published
externally and is publicly available.

Direct 
Communications
In-product and specific communications to
key users, at--risk individuals, or broader
business audiences to increase
understanding and awareness

Policies & Principles
Clarity on policy principles, specific abuse or product
policies, and how that links to the information being
shared.

Deep Dives
Additional details provided to key audiences
including presentation, data access, and
other presentation materials

Technical 
Information

Analysis of transparency approaches across industries and government approaches combines diversity of 
Information with different delivery modes
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● Comprehensive data and metrics that are still comprehensible and accessible

● Granularity to ensure it is useful but still ensures the protection of private/sensitive data

● Meaningful details about process but doesn’t enable bad actors to abuse platforms.

● Being clear around different level of detail delivered for metrics and data based on needs of different
audiences

● Providing timely access to metrics and information without lowering data and information quality

● Delivering ongoing consistent iterative metrics that can also adapt to changing circumstances and innovation in
approaches.

Why is it hard?
Inherent tensions and trade-offs in being transparent with data

Key issues identified in industry and academic research on data transparency
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ESOMAR is the global voice of the data, research 

and insights community, since 1947



A Quick Introduction 

ESOMAR is the 
International Associations 
for Market, Opinion and 
Social Research and Data 
Analytics since 1947

Amsterdam, the 
Netherlands



Operationalising Ethics through Data Counselling  

One of the biggest challenges is not only for a global industry to 
agree on and undersign to abide by specific ethical principles, but 
also to find ways in which those principles come to life in an 
organisation 

A starting point for the sector: the ICC/ESOMAR International Code 
of Conduct 



• We live in a data-driven economy
• Laws regulating data use have lagged behind 

technological developments and innovation giving 
rise to a growing ‘grey area’ 
• Ethics can help us better operate in this grey area by 

pushing us to ask the right questions and rethink our 
data strategies 

The Context 



The Key Principles

1. Fairness data minimisation and data quality 
2. Respect for the people behind the data 
3. Transparency making clear the scope of the processing
4. Accountability             codify ethics into business decisions



The Data Counselling Approach 

Data Ethics are part of an organisation’s 
overall data strategy 

An organisation depends on a data strategy that sets 
the moral compass for the organisation in order to 
better leverage it. 



The Data Counselling Approach 

Respect
Asking 

the right 
questions

Fairness Ethics Risk 
Assessment

Accountability
Mitigating 

Factors

Transparency Routine



Some final points…

• Taking inspiration from data protection & privacy laws
• Embedding a sound data strategy organisation-wide
• Training and awareness-raising 
• Routine, routine, routine 



Thank you for your attention! 

Let’s stay in touch at professional.standards@esomar.org

mailto:professional.standards@esomar.org
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